REQUEST RESPONSE
ACTION | ISSUED BY FORMAT STARTED BY ACTION ISSUED BY FORMAT RESULT OBJECT
LOGIN AS URL= User authenticating at - PoA - LOGIN Cookies +
http://poa0.target0.domain/AuthLocation? AS=A AS accepted Accept_File
S0&ACTION=LOGIN&DATA=abs82ksas.. -
DATA = base64_encode( RSA_encode( - PoA - LOGIN Reject File
userAssertion:expiryTime:currentTime:location: rejected -
servicelD))
LOGOUT AS URL = User logging out at AS - PoA - LOGOUT (Outdated and
http://poa0.target0.domain/AuthLocation? AS=A accepted empty)
S0&ACTION=LOGOUT&DATA=EMPTY... ;
cookies +
Accept File
LOGOUT Reject File
rejected
TEST AS URL = User testing - PoA - TEST Cookies +
http://poa0.target0.domain/AuthLocation? AS=A credentials at AS accepted Accept_File
S0&ACTION=TEST&DATA=EMPTY... -
TEST Reject File
rejected
CHECK PoA URL = Authorization failing at | CHECKED GPoA URL= CHECK GPoA
http://gpoa0.targetl.domain/AuthLocation? ACT PoA/GPoAURL?ACTION=C t ki
under a ION=CHECK&DATA=KEY&URL=PoA/GPo the PoA (an.d parent HECKED&DATA=1a2b3c... accep ed cookies
GPoA AURL GPoA available)
DATA=
uri_escape(base64 encode(
RSA_encode(
userAssertion:expiry Time:curr
entTime:KEY)))
URL= CHECK -
PoA/GPoAURL?ACTION=C rejected

HECKED&DATA=1a2b3c...

DATA=
uri_escape(base64 encode(
RSA_encode(
ERROR:0:0:KEY)))
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ATTREQ

PoA

URL =
ASURL?ATTREQ=PoA/GPoAServiceID&PAP
IPOAREF=value&PAPIPOAURL=value

Authorization failing at
the PoA (and parent
GpoA with WAYF

method available)

CHECKED

AS

URL =
PAPIPOAURL?AS=AS0?AC
TION=CHECKED&DATA=1
a2b3c...

DATA =
uri_escape(base64 encode(
RSA_encode(
userAssertion:expiry Time:curr
entTime:KEY)))

Authentication
succeeded

Cookies

URL =
PAPIPOAURL?AS=AS0?AC
TION=CHECKED&DATA=1
a2b3c..

DATA=
uri_escape(base64 encode(
RSA_encode(
ERROR:0:0:KEY)))

Authentication
failed




